CS3600 Lab Manual

Lab 1. CyberCIEGE Network Filters

CyberCIEGE is an information assurance (1A) training tool that illustrates computer and
network security principles through simulation and resource management trade-offs.
CyberCIEGE players construct computer networks and make choices affecting the ability
of these networks and the virtual users to protect valuable assets from attack by both
vandals and well-motivated professionals.

The CyberCIEGE filters scenario explores issues arising from connecting networks to the
Internet and the use of filters to protect assets. Refer to the 3600 course notes of firewalls
for background.

As with all CyberCIEGE scenarios, students are encouraged to explore the effects of
“wrong” choices as well as trying to select the correct choices. Plan on playing the
scenario several times before finally going through it making what you believe are the
correct choices.

This scenario explores the following concepts:

¢ Internal networks of workstations and servers are typically connected to the
Internet via a router or firewall.

e Routers and firewalls typically can be configured to use filters to block or permit
access to different applications via specified networks. In its most basic form, the
filter blocks access to selected services. For example, a filter can block requests
for FTP services destined for a particular network.

e Protection of assets requires knowledge of their value and of the requirements for
legitimate access — i.e., knowledge of the information security policy.

e Router and firewall filters are not robust enough to protect some assets.

e Sometimes the best way to protect high value assets is to physically isolate them
from external networks.

In this scenario you can largely ignore Zones and physical security issues. You can also
largely ignore configuration settings and procedural settings (e.g., settings on the

COMPONENTS screen). Also, don’t worry about hiring or firing support staff or the
trustworthiness of your virtual users.

1.1 Preparation

The game is installed in the 3600 lab and is available from the workstations.
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From the CyberCEIGE folder on the desktop, open “Starting Scenarios”.  This will start
the “Campaign Player” seen in figure 1.

If you have not yet played a few introductory scenarios, you may wish to click the
Getting Started button, which will open a browser to a page that will help familiarize you
with CyberCIEGE, including a few brief movies.

- CyberCIEGE Campaign Player, [mfthomps] |Z||E|r5__(|
Campaign

Name

Starting Scenarios Change Campaign |

Campaignh Description

elcome to CyberCIEGE. =
These initial scenarios are each playable in 20-60 minutes.

Select a scenario from the list helow and click the "PLAY huttan.

Curing the game you can "SAVE" your progress at any time. These saved games will appear in the "SAVED GAMES" list helow. Simply select a saved
game and click "PLAY" to pick up where you left off.

[+ ]

Scenarios (Select One)
Scenario List

Introduction Scenario

Physical Security
irePly Filter Scenario

GenesRus Biotech

|4

Scenario Briefing Preview

[»

fou are respongible for information technology and corporate security for TirePly, 2 small business that sells innovative cartire designs
to rrajortire manufacturers.

In this introductory scenario, you must pravide Larmy with secure access to the Internet. A description of Larry and his goal can he seen
inthe USER tab.

The game is organized into four phases - click the "Objectives" hutton to see whatthey are.
Fress"e" at any time ta view the CyherCIEGE encyclopedia, which includes a "How To" section.

Click the "OFFICE" tab and the click the green "play" button (upper right) to bedin play. Good luck! Mote in this scenario you can largely
ignore physical security and procedural security settings.

Saved Game List

Hew Game

I< [» [4]]

| Getting Started | | Introduction Movie | | Close |

Figure 1: Select Tireply Filter Scenario and Click Play

Select the “TirePly Filters Scenario” from the scenario list. Then click the “Play” button.

If you are not reading this on-line, press “Shift E” to display this lab manual. Then watch
..[../movies/cc_5_fl.mov
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Read the briefing and the objectives screens, and explore the encyclopedia (via the “e”
key). As you play the scenario, remember you can save the state at any time and come
back to that state later. Also, the game automatically saves your state at each transition to

a new phase.

1.2 Play

1.2.1 Phase 1 Connect Larry to the Internet

Use the encyclopedia “How To” section to learn how to connect a network to the
Internet. Start with “Connect to the Internet”. This will point you to how to buy
a router or firewall and how to connect components to networks.

From the OFFICE screen click the buy button
Select the “Network Devices” tab

Select the first router and click “Buy”

Press the Tab key repeatedly to get a good view of
where you might want to place the router

Click the location where you’d like to place the router
Click the Network tab

Click the router that you just bought

Click the Internet button on the upper right

Click the Lan1 Button

Select the OFFICE tab

Press the green arrow to start the simulation. Is Larry now achieving his goal of
getting onto the Internet? Let it run for a while as it is. What do you expect to

happen?

1.2.2 Phase 2 Configure Filter

e Double click on the router, or click the “FILTER” button after selected the

router.

e For this phase, you need to restrict traffic coming from the Internet.

e As noted in the movie (or the encyclopedia “How To” section), if the
“From Internet” network connection is selected, clicking the “Deny All”
button will block all unsolicited traffic originating from the Internet.

e Note the above step has no effect on Larry’s ability to send traffic to the
Internet. And for this scenario, it is fine to permit all traffic from the
Internal LAN to the Internet.
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1.2.3 Phase 3 New Asset Introduced into the Enterprise

In this phase, Mary begins work on a new asset called the “Steel Formula”. You cannot
know how to appropriately protect this new asset unless you know its value to the
enterprise and to potential attackers.

Click the Objectives button in the OFFICE screen to see how to learn about the value of
this asset.

Be sure to view the encyclopedia tutorial movie on Firewall Limitations after exploring
this phase.

1.2.4 Phase 4 Remote Access Into the Server

You are required to open a hole into the system to support offsite access to the server.
Previously, you clicked “Deny All” to deny all traffic originating from the Internet. Find
the desired application service in the list of applications, select it and click “permit”.

1.3 Clean Up

The “View Log” button lets you view a log of what occurred
during the game.

1.4 Additional Questions

Question 1. Were you reluctant to disconnect Mary’s computer
from the Network? If so, why?

Question 2.  Did you take time to experiment with alternate
network filter configurations? If so, were the
results what you expected?

Question 3. How else could this lab be improved?

1.5 Play CyberCIEGE Outside the Lab

CyberCIEGE is also available to be played from workstations on the NPS domain. It is
on a shared server and can be accessed as follows from any PC on the domain:
e login to the domain as yourself
e Map a drive to: \\kiska\Groups2$\CyberCIEGE
0 Right click on MyComputer
o Select "Map Network Drive"
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o0 select the drive name (something like "u:" will not conflict with other

mappings)
o Inthe "Folder" field, enter: \\kiska\Groups2$\CyberCIEGE

Finally, CyberCIEGE is available on CD for installation on home computers and laptops.
See http://cisr.nps.edu/cyberciege/updates for system requirements and updates.
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END OF LAB
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